MUHUCTEPCTBO OEPA30BAHUA N HAYKU POCCUUCKOW ®EOEPALIUA

OENAPTAMEHT rOCYOAPCTBEHHOW MNOJIUTUKN B COEPE
OBLUEIN o OBPA30OBAHUA
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O HAMPABJIEHUA UHOOPMALIUU

[enapTameHT rocygapCTBEHHOW NONUTUKN B cdepe obiero obpasoBaHus
MwnHoGpHaykn Poccun HanpasngaeT ansi ceegeHus paspaboTtaHHble BpemeHHom
komnccuen Coseta degepaumm no pas3smuTuio MHopmMaumMoHHOro obLecTea
MeTOoANYEeCcKne pekoMeHaaumm o pasmeLleHmnm Ha MHAPOPMaLMOHHbBIX CTEHAAX,
ohuymanbHbIX MUHTEPHET-CanTax U Apyrnx MHOPMaLMOHHbIX pecypcax
o6weobpasoBaTenbHbIX OPraHn3aunin 1 OpraHoB, OCYLLIECTBNAIOLLMNX yNpaBneHne B
chepe obpasoBaHusi, MHpopmaumm o 6e3onacHoM NOBEAEHUN U UCTIONb30BaHUN CETU
"MHTepHeT".

HOupektop denaptameHTta
A.E.TTETPOB

NcTounuku
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MpunoxeHne

METOAUWYECKUE PEKOMEHOALIMA
O PASMELWWEHUN HA UHO®OPMALIMOHHbBIX CTEHAAX, O®PULUNANIBbHbLIX
WHTEPHET-CAUTAX U APYT'MX NH®OPMALIMOHHbIX PECYPCAX
OBLLEOBPA3O0OBATEJIbHbIX OPFTAHU3ALIUA N OPTAHOB,
OCYLUECTBAOLWNX
YNPABJIEHUE B COEPE OBPA30OBAHUA, UHOPOPMALIMN O BE3OINACHOM
NOBEAEHUU U UCTOJIb3OBAHUU CETU "MHTEPHET"

akcneptamun u yneHammn BpemeHHon kommuccnum Coseta Pefepaunmn No passuTUIo
NMHOpMaLMOHHOro obLecTBa B paMKax BbIMNOMHEHUS pekoMeHAaUmi napriaMeHTCKNX
cnywaHun "AkTyanbHble BONpockl obecneveHnss 6e3onacHOCTU 1 pas3BUTUSA OETEN B
MHGOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B CoseTte Penepaumn 17 anpens
2017 r., 6611 paspaboTaHbl METOANYECKNE PEKOMEHAALNM O Pa3MELLEHUN Ha
MHPOPMAaLMOHHBIX CTeHAAX, opuLMarnbHbIX UHTEPHET-CanTax N gpyrux
NMHOPMaLMOHHBIX pecypcax obLeobpasoBaTenbHbIX OpraHn3auun n opraHos,
OCYLLIeCTBNAOLLMX ynpaBneHune B cpepe obpasoBaHus, MHdopmMaLlmm o 6e3onacHomM
noBegeHN N NCNonb3oBaHuK ceTn "MIHTepHeT" (aanee - meTogmMyeckme
pekoMeHgaummn).

MeTogunyeckme pekomeHaaunn HanpaenieHbl HA KAYECTBEHHOE MOBbLILLEHNE YPOBHS
MHGOPMAaLMOHHOM AeATenbHOCTM 0bLeobpasoBaTenbHbIX OpraHn3auunii 1 OpraHos,
OCYyLLECTBNAILWMNX yrpaBreHme B cpepe obpasoBaHusi, B HacTu MHHOOPMUPOBAHUS
yyalmnxcs, Ux poautenen (3akoHHbIX NpeacTaBUTenen) 1 negarorndecknx paboTHMKOB
06 OCHOBHbIX acnekTax UHopMaLMOHHON 6e30MacHOCTMW.

MeToanyeckme pekomeHgaumm no3sonat obueobpasoBaTenibHbIM OpraHM3aumsam um
opraHam, OCyLLeCTBNAOLLMM ynpaBneHne B cpepe obpa3oBaHus, akTyanm3ampoBaTtb


https://rulaws.ru/acts/Pismo-Minobrnauki-Rossii-ot-14.05.2018-N-08-1184/

YyXKe UCMOoJib3yeMble N pa3MeLllEeHHblIe I/IH(*)OpMaLI,I/IOHHbIe MaTepuarnbl, TakK n
noaroToBUTb UX B Cllydae UX OTCYTCTBUA C YHETOM JTyHLLNX MPaKTUK N peKOMeHﬂ,aHMVI.

B pamkax meTtoanyecknx pekomeHgaunm paccMmaTpmBalroTcs cnegyowmne MHCTPYMEHTDI:
1. MH(pOPMaLIMOHHbIE CTEeHAbI;
2. obmumarnbHble UHTEPHET-PECYPChI;

3. cpefcTBa MaccoBon MHGOpMaumMm (LUKONbHbIE ras3eThbl, Nnegarorndeckmue n3gaHus un
apyrue).

MUHdopmaLnoHHbIe cTeHAbI

Ha nHdopmMaumnoHHbIX cTeHgax B 0bLeobpasoBaTerbHbIX OpraHn3aumsix,
pacnonoXeHHbIX B hone yupexxaeHnn n B KabuHeTax, OCHaLLEeHHbIX NepCoHanbHbIMM
yCcTponcTBamMu A5 Bbixoda B ceTb "MIHTepHeT", pekomeHayeTcs pasmMecTuTb
WHGOPMaUMOHHbIE NaMATKU, cofgepKallne OCHOBHbIE COBETLI N0 obecneyvyeHmto
MHGOpPMaLUMOHHOM 6e30MacHOCTM yyaLlnXCcs.

B npunoxenun N 1 kK MeTogMyeckum pekoMeHaaLumam npeacTasneH obpasel, NnamsaTKu
ANs pasMelleHns Ha MHAPOPMALIMOHHbIX CTEHAAaX.

CpenctBa maccoBoW MHcpopmauum

B cpeacteax maccoBoun nHopmaLlmm, OpUEHTUPOBAHHLIX Ha 0ByYaroLLmXxcs,
pekoMeHayeTCcs B TeveHne y4ebHoro roga perynsipHo nybénmkosatb MHOPMALMOHHbIE
MaTepuanbl, NOCBSLWEHHbIE OTAENbHBIM acnekTaMm MHopMaLnoHHOM Be3onacHoCTu, a
TaKkKe pasfiMyHble NamMATKU o0LLero xapakrepa.

B cpeactBax maccoBon MHpOpMaLMN, OPUEHTUPOBAHHLIX HA NegarorMyeckyro
00LEeCTBEHHOCTb, PEKOMEHAYETCSA B TEYEeHUe KaneHa4apHoro roga perynsapHo
nybnvkoBaTb MHPOPMaLIMOHHbIE MaTepuarsbl, MOCBALWEHHbIE OTAENbHbIM acnekTam
NMHOpMaLNOHHON 6e30MaCHOCTN Kak HECOBEPLLEHHOMNETHUX, TakK U
obLieobpasoBaTenbHbIX OpraHn3auni, a Takke pasnuyHblie namsTku, 063opbl
HOPMaTUBHO-MPAaBOBOro perynMmpoBaHus aHHOW cdepbl U MHPOPMaLMIO O akTyarbHbIX
MEepOonNpUATUSX N cCOBbITUSX B aHHOW cdhepe.

B xone npoBeneHust EguHoro ypoka no 6esonacHocTtu B cetn "UHTepHeT"
pekomeHayeTcsa obecneynTb BbiNMyCK TEMaTMYECKOro BblfMycka cpeacTtBa MacCoBOM
nHopmaumnmn nmbo cepum nybnukaunn, cpean KOTopblix pacCCMOTPETb OPraHU30BaHHbIE
MEepOonpuUATUS ANns o0y4varoLnxca, nx poantenen (3aKoHHbIX NpeacTaBUTeNen)
negarorm4yeckon obLecTBEeHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

O6LweobpasoBaTenbHbIM OpraHn3aLmsam pekoMeHayeTCcsa Ha CBOMX omumnanbHbIX
NHTepHeT-pecypcax obecneunTb PyHKLNOHUPOBAHME CaMOCTOATENBHOIO U
cneuunanmanpoBaHHoro pasgena "MHdopmaumoHHasa 6e3onacHOCTL", B pamkax
KOTOPOro NnpeaycMoTpeTb pasMeLLeHne criegytowen nHdopmaumn:

dopmaTt
npeacTaBneHns
N Pasgen/nogpasgen mMaTepuarnos CogaepxaHne matepuanos



PasmeLluatoTcs KonMm JOKYMEHTOB, T.€.
CKaHMPOBAHHbI BapuaHT JOKYMEHTa,
COOTBETCTBYHOLLMI TpeboBaHNAM K
napameTpam CKaHMPOBaHUS.

JlokanbHble PasmeluatoTcst AOKYMEHTHI,
HOpPMaTMBHbIE aKThbl B perrnameHTUpyoLmne opraHmsaumo n
chepe obecneyeHus paboTy C nepcoHarnbHbIMU AAaHHbLIMMU,
NHOpMaLMOHHON Konuun nfaHbl MEPONPUATUA No obecneveHnto
©esonacHocTun OOKYMEHTOB B MH(POpMaLMOHHON 6e30nacHOCTH
1.06yvatowmxcs dopmaTte *PDF obyvarowmxcs n gpyrue.

My6nukytoTCa akTyanbHble CBEAEHUSA O
denepanbHbIX U permoHanbHbIX 3aKoHaXx,
nMcCbMax opraHoB BRacTu n gpyrue
HOpPMaTUBHO-NPaBOBbIE JOKYMEHTbI,
pernameHTupyroLme obecneveHue
MHOPMaLNOHHOM Be3onacHOCTU
HecoBepLUeHHoneTHuX. [lonyckaeTtcs

Konuu BMECTO KOMUK pasmeLlaTb rmnepcchiikn
HopmaTtunsHoe OOKYMEHTOB B Ha COOTBETCTBYKOLIME JOKYMEHTbI Ha
2.perynnuposaHue dopmaTte *PDF canTax opraHoOB rocygapCTBEHHOWN BNacTu.

PasmewatoTca metogmnyeckmne
pekomMeHaaunn N yka3blBaeTCA

TekcT Ha NHopmauuns 0 MeponpuUATUAX, NPOEKTax
CTpaHuLe canTa u nporpaMmmax, HanpaBfeHHbIX Ha
Konuu NnoBblLLEHNE NH(OPMALMOHHON
Meparormyeckmum OOKYMEHTOB B PaMOTHOCTW Negarornyeckmx
3.paboTHMKam dopmate *PDF paboTHMKOB.

PasmewaeTca nHpopmaymoHHaa namaTka
(npunoxenne N 2) n ykasbiBaeTcs
NHdOpPMaLUNS 0 MEPONPUATUAX, NPOEKTaX
N NporpaMmmax, HanpaBneHHbIX Ha

TekcT Ha nosblWeHNe NHPOPMaLIMOHHON
4.06y4arowmmcs CTpaHuLe canTa rpaMOTHOCTM ODy4vatoLMXCA.
Pogutenam (3akOHHbIM
npeacTaBUTENAM) TekcT Ha Pasmelaetcs nHpopmaunoHHasa namsaTka
5.06yvatowmxcsa cTpaHuue canta (npunoxexune N 3).
Pasmeltaetcs nHgpopmaumsa o
peKOMeHOyeMbIX K UCMOMb30BaHMIO B
J[leTckmne 6esonacHble TekcT Ha y4yebHOM npouecce 6e3onacHbIX canTax,
6.canTbl CTpaHuue canta GaHHepbl 6e30MacHbIX AETCKUX CanToB.

OpraHam, ocyLlecTBNALLWMM ynpasneHne B ccoepe obpa3oBaHnd, pekoMeHayeTCs Ha
cBonx odpuumanbHbix VIHTepHeT-pecypcax obecneuntb QYHKLNOHMPOBAHME
CaMOCTOSATESIbHOIO U cneynanuanpoBaHHoro pasgena "MHgpopmauymoHHas
©e3onacHOCTL", B paMKkax KOTOPOro NpeaycMoTpeTb pa3MeLLEHNE CrieayoLLEN
MHOpMaLUK:

MpunoxeHne N 1

NAMATKA ]
[N OBYYAIOLLMXCS OB MH®OPMALIMOHHOW BE3ONACHOCTU AETEW

HEJb3A



1. Bcem nogpsag coobuiatb CBOK HYaCTHYH MHOpMaLMto (HacToswme ums, hamunuio,
TenedoH, agpec, HOMep LUKOrbI, a Takke poTorpadoum CBOU, CBOEN CEMbU U ApYy3en);

2. OTKpbIBaTb BIIOXEHHbIE ddansibl 9NIEKTPOHHOM MOYThI, KOrga He 3Haellb
oTnpaBuTens;

3. pr6|/|Tb, npnaonpaTtbCd, OKa3blBaTb AaBJieHNE - BECTU cebsi HEBEXITMBO U
arpeccumBHO,

4. He pacnopsikancsa geHbramm TBoen ceMmbu 6€3 paspelleHnsa ctaplumnx - Bceraa
cnpawwuBan pogutenen;

5. He BcTpeyvarica ¢ HTepHET-3HaKOMbIMW B peasibHOM XXU3HW - MOCOBETYMCS CO
B3pOCHbIM, KOTOPOMY AOBEpPSELLb.

OCTOPOXHO

1. He Bce nuwyT npaBgy. YnTtaews o cebe Henpasay B NIHTepHeTe - coobuim 06 aToM
CBOMM POAUTENSAM UINK ONEKyHaM;

2. MpurnawatoT nepenncbiBaTbCsl, UrpaTb, 0OMEHMBATLCS - NPOBEPL, HET NN NOABOXA;
3. He3akoHHOe konupoBaHune dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBar B3pOCribiM 0 npobremax B CETU - OHU BCerga nomoryT;

5. Ncnonb3yn HacTponkn 6e3onacHOCTM U NPUBATHOCTU, YTOOLI HE NOTEPSATH CBOU
aKKayHTbl B COLICETSX M APYrMX nopTanax.

MO>XHO

1. YBaxan gpyrnx nonb3oBaTtenen;

2. Monbayewbca NHTEPHET-UCTOYHUKOM - fenan CCbIfiKy Ha Hero;
3. OTKpbIBam TONbKO T€ CCbISIKK, B KOTOPbIX YBEPEH;

4. ObwaTbCcs 3a NOMOLLbIO B3POCHbIM - pOAUTENN, ONEKYHbl U aAMUHUCTPAaLMS CalnToB
Bceraa nomoryT;

5. MNpongn obyyeHne Ha canTte "CeTeBMYoK" 1 NONyyYn nacnopt LmMdpoBoro
rpaxgaHuHa!

MpunoxeHne N 2

MHO®OPMALIMOHHAA NMAMATKA
AnA obYYAIKOLWKMXCA And PASMELLEHUA
HA O®PULINATIbHBIX MHTEPHET-PECYPCAX

C kaxabIM rogoM MOSOAEXN B MHTEPHETE CTaHOBUTLCH OOoblLUe, a LUKOSNTbHUKMA OAHU U3
caMblX aKTMBHbIX Nonb3oBaTenen PyHeTa. Mexay Tem, NOMMMO OrPOMHOIO KOnmyecTBa
BO3MOXXHOCTEWN, UHTEPHET HECET 1 Npobriembl. ATa NamMaTKa LOSMKHA NOMoYb Tebe
©e30onacHO HaxoAUTbCS B CETMW.

KomMnbloTepHble BUPYChI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpamMm,
OTNIMYNTENBHOM OCOBEHHOCTBIO KOTOPOW ABMSETCA CMNOCOBHOCTD K pa3MHOXEHUI0. B



AOMNOJSTHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEeaMUTb UITU MOMHOCTLIO YHUYTOXUTb BCE
hannbl N JaHHble, MOAKOHTPOSIbHbBIE NOSb30BATEND, OT UMEHM KOTOPOro bbina
3anyLieHa 3apaxeHHasi nporpamMmma, a Takke NoBpeauTb UMK Aaxe YHUYTOXUTb
onepaunoHHYI0 CUCTEMY CO BCEMU hannamm B LiesioM. B 6onblunHCTBE criyvyaes
pacnpoCTPaHSATCA BUPYCbl Yepes NHTEPHET.

MeToabl 3aWmThl OT BPEOOHOCHbIX NMporpamMmm:

1. |/|CHOJ'Ib3yIZ coBpeMeHHble onepaunoHHbIE CUCTEMbI, UMEKLLInE Cepbe3HbIIZ YPOBEHb
3alnTbl OT BPEOAOHOCHbIX nporpamMmm;

2. [oCTOSAAHHO yCTaHaBnMBam nayTu (LMgpoBble 3annaTkn, KOTopble aBTOMAaTUYECKN
yCTaHaBNMBaKTCS C Lenbio 4opaboTkn nporpaMmmsl) 1 apyrme o6HOBEHNSA CBOEN
onepaunoHHon cuctemMbl. CkaynmBam Ux TONbKO C ohuLManbHOro camrta paspaboTymka
OC. Ecnu cywiecTByeT pexnumMm aBToMaTU4eCKoro 0OHOBMEHUS, BKIOYN €r0;

3. PaboTtan Ha cBoem KOMMblOTEPE MO NpaBamMu NOMb30BaTENS, a He
agMuUHUCTpaTopa. ATO He NO3BONUT OONbLUMHCTBY BPEOOHOCHbIX MPOrpamMm
WHCTannMpoBaTbCs Ha TBOEM NepCoHanbHOM KOMMbIOTEPE;

4. N\cnonb3yn aHTUBUPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX MPOM3BOAMTENEN, C
aBToMaTUYeCcKnM obHoBneHneMm 6a3s;

5. Orpaqub (bl/l3|/l‘-leCKl/Il7I OOCTYMN K KOMNbTEPY OJ1A NOCTOPOHHUX JTNLL,

6. icnonb3yn BHELLIHNE HOCUTENU MHPOopMaLMK, Takue Kak coneLuka, ANCK nnm pann mns
WHTEpHETA, TONbKO 13 NPOBEPEHHbLIX NCTOYHMKOB;

7. He oTKpbiBan KOMNbIOTEPHbIE hannbl, NOMyYeHHbIe N3 HEHaAEeXHbIX MICTOYHMKOB.
[axe Te channbl, KOTOpble Npucnan TBON 3HaKOMbIW. Jlyylle YyTOYHU Yy Hero, oTnpaBnas
nn OH Tebe unx.

Cetnn WI-FI

Wi-Fi - aTo He BMA Nepefayn gaHHbIX, HE TEXHOMOMS, a BCero nuib 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHus 3apermctpuposana 6peng "WECA", uyto
obo3Ha4vano cnosoco4veTaHue "Wireless Fidelity", koTopbii nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".

[o Halwero BpemeHu gowna gpyras abbpesuartypa, Kotopasi ABNAETCA TakOM Xe
TexHonornen. 3to abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINO 4AHO C HAMEKOM Ha
CTaHZapT BbICLLEN 3BYKOBOW TexHUKN Hi-Fi, 4To B nepeBoe 03HavaeT "BbiCcOKas
TOYHOCTBL".

[a, 6ecnnaTtHbI MIHTEPHET-AOCTYN B kKade, OTENAX U adponopTax sABASETCA OTNINYHOM
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOIrMe aKCnepThl CYMTAIOT, YTO
obwenoctynHble Wi-Fi ceTn He saBnsatoTca 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B 06wwenocTynHbix ceTsax Wi-fi:

1. He nepegaBan cBOW Nn4Hy0 nHdopmMaumio Yyepes obwenoctynHblie Wi-Fi cetw.
PaboTas B HUX, )XenaTtenbHO He BBOAUTb Naponun JOCTyNa, NOrMHbl U Kakne-To HOMepa;

2. Vicnonb3yn n o6HOBNAN aHTUBUPYCHbIE NporpamMmmbl U BpaHgmayep. Tem cambiM Thbl
obe3onacuilb cebsi OT 3aKkaykm BUpyca Ha TBOE YCTPOWCTRO;



3. Mpu ucnonbsosaHum Wi-Fi oTkntoum cyHkumio "O6wmin goctyn K parinam u
npuHTepam”. [laHHas yHKUMA 3akpbiTa No yMONYaHuio, o4HaKo HEKOTopble
nonb3oBaTenu akTMBUPYIOT ee Ans yaobctea ncnonb3oBaHus B pabote unm yyebe;

4. He ucnonbaymn nyénuynbin WI-FI ons nepegaym nuyHbiX 4aHHbIX, Hanpumep 4ns
BbIXOJa B couManbHble CETU UM B 3NIEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmiieHHoe coeanHerne yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://;

6. B MmobunbHoM TenegoHe oTknoumn dyHkumo "lMogkntoyveHue k Wi-Fi
aBTOMaTu4eckun". He gonyckan aBToMaTtM4eckoro noAaKNioYeHns yCTPONCTBa K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CoumnanbHble ceTn

CoumnanbHble CETM aKTUBHO BXOASAT B HaLLY U3Hb, MHOTME ntoan paboTatoT 1 KUBYT
TaM NOCTOSsIHHO, a B Facebook yxxe 3apeructpupoBaH Munnvapa Yenosek, 4to
SIBNSAETCA OOHOM ceabMOW BCeEX XuTenen nnaHetbl. MHOrne nonb3oBaTenu He
NOHUMALOT, YTO MHPOPMAaLMS, pa3MeLLlEHHasa MU B COLMAnbHbIX CETAX, MOXET ObITb
HangeHa u ucnonb3oBaHa KeM YrogHo, B TOM Yncne He obsi3aTenbHO ¢ 6narumm
HaMepeHUAMM.

OcHoBHble coBeTbl N0 6e30NacHOCTM B CoLMarnbHbIX CETAX:

1. OrpaHunyb cnUcok apysen. Y Tebd B Apy3bsix HE AOMKHO ObITb CryYarHbIX U
HEe3HaKOMbIX IMOOEN;

2. 3awumuian cBOK YacTHYIO XU3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, aaty
TBOEr0 POXAEHUS U APYIYIO JIMYHYIO MHAOPMaLNIO. 3M0YMbILLINIEHHUKN MOTYT
ncnonb3oBaTh Aaxke MHGOPMaLUMIO O TOM, Kak Tbl U TBOW pogUTENN NriaHupyeTe
NPOBECTU KaHUKYNbI;

3. 3awumuan ceo penyTaumio - 4EPXM ee B YNCTOTE U 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOOLI Apyrne nonb3oBaTeENN BUOENMN, YTO Thl 3arpyxaewsb? Nogyman, npexae
4yeM YTO-TO onybnumkoBaTb, HANUCaTb N 3arpy3unThb;

4. Ecnu Tbl roBOpULLb C NIIOAbMU, KOTOPbIX HE 3HaeLUb, HEe UCMNOSIb3YW CBOE pearibHoe
UMS U OPYTY0 JIMYHYIO MHEpOPMaLMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beran pasmeleHns otorpaduin B IHTepHeTe, rae Tbl M306paXKeH Ha MECTHOCTH,
Mo KOTOPOM MOXHO onpeaennTb TBOE MeCTOMNOSNOXEHWE;

6. [Npun perncTpaumm B coumanbHOM CeTU HEOBXO04MMO UCMONb30BaTh CNOXHbIE Naponu,
cocTosLme n3 BykB U undp 1 € KONMYECTBOM 3HAKOB He MeHee 8;

7. lnga coumanbHOM CeTn, NOYThbl U APYrMX CanToB HEOOXO4MMO UCMONb30BaTh Pa3Hbie
naponu. Toraa ecnun Te6sa B3IOMatoT, TO 3MOYMbILLIIEHHUKM NONyYaT AOCTYN TOMbKO K
OQHOMY MECTY, a He BO BCe cpaay.

OnEeKTPOHHbIE AEHbIN

ONEeKTPOHHbIE AEHbMN - 3TO OYEHb YA0OHbLIN cnocob nnaTexen, OAHAKO CYLLECTBYIOT
MOLLIEHHWKM, KOTOPbI€ XOTAT NOMYYNTb 3TN OEHbBIN.

ONEKTPOHHbIE AeHbIM NOABUMUCL COBCEM HEJABHO U UMEHHO N3-3a 3TOro BO MHOIMX
rocyaapcTeax [0 CMX Nop He NPOMMcaHo NPO HUX B 3aKOHaX.



B Poccum e oHU OyHKUMOHUPYOT N O HUX YXKe MPOonMcaHo B 3aKOHe, rae ux
pasgenstT Ha HECKONbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO
aHOHUMHBbIE - 3TO Te, B KOTOPLIX pa3peLuaeTcsa NpoBoaMTL onepaumm 6es
naeHTudnKaumm nonb3oBaTtens, a B HEaHOHUMHbIX NOEHTUdMKaALKUS nonb3oBaTens
aBnsaeTcs oba3aTenbHON.

Takke criegyeT pasnuyatb 3MNeKTPOHHbIE PMaTHbIE AeHbrM (paBHbI roCcyAapCTBEHHbLIM
BantoTam) 1 3reKTPOHHbIE HedonaTHbIe AeHbIM (He paBHbl rOCy4apCTBEHHbIM
BanitoTam).

OcHoBHble coBeTbI N0 Be3onacHoM pa60Te C SJNTIEKTPOHHbLIMU OEeHblraMu:

1. MpuBsXM K cHETY MOBUITbHBIN TenedOoH. OTO caMbll YAOOHbLIN 1 BbICTPbIA CNOcOo6
BOCCTaAHOBWUTb OCTYN K c4eTy. [1pMBa3aHHbIN TenedoH NOMOXET, ecnv 3abyaellb CBOM
naaTeXHbl Naposib UK 3angellb Ha CanuT C HE3HAKOMOro YCTPOMCTBA;

2. Vicnonb3ayi ogHopasoBble Naponu. Mocne nepexoaa Ha yCUNEHHY aBTopU3aLuio
Tebe yxe He OyaeT yrpoxaTb OMacHOCTb KpaXku Uy nepexearta nrnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTOo yragaTh COXHbIN
naponb. HagexHble naponu - 3To Naponu, KoTopble coaepXaT He MeHee 8 3HaKOB n
BKNtOYatoT B ceba CTPOYHbIE N NPONUCHbIE BYKBbI, LNGPbI N HECKOSIbKO CUMBOSIOB,
TaKMe Kak 3Hak gonnapa, pyHTa, BocknuuaTenbHbIn 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOM NNYHbIE AaHHbIE HA cCalTax, KOTOPbIM HE JOBEpPSELLb.
OneKTpoHHada no4Tta

ONeKTPOHHAas NoYTa - 3TO TEXHOMOIMS U NpefocTaBnsieMble et YCnyru no nepecsisike u
NONYYEHNIO 3MEKTPOHHbBIX COOBLLEHNI, KOTOPbIE pacnpenensainTcs B KOMMbIOTEPHOM
ceTn. OBbIYHO 3NEKTPOHHbIV MOYTOBBIN AWK BbIMAAUT CriedyoLwmm obpasom:
UMS_nonb3oBaTensa@umsa_aoMeHa. Takke KpoMe nepefaymn npocToro TeKcTa, MMeeTCs
BO3MOXHOCTb Nnepenasartb hanrbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEKTPOHHON NOYTON:

1. Hapo BbIGpaTb NpaBuibHbIV NOYTOBLIN cepBUC. B MHTEpHETE eCTb OrPOMHbIV BbIOOP
BGecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Iyylle AOBEPSTb TEM, KOrO 3Haellb 1 KTO
nepBbi B PENTUHTE;

2. He ykasbiBay B NMMYHOM NOYTE NUYHYO MHopmaumo. Hanpumep, nydwe BbibpaTtb
"My3blKanbHbI_aHaT@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn gByxaTanHyo aBTopm3aumio. 3To Koraa NnoMMMO Napons HYy>KHO BBOAUTb
Koa, npucbinaemoii no SMS;

4. Boibepu CnoxHbi naponb. [Ans KaXaoro noYToBOro silmka AomkKeH 6biTb CBOWM
HaZEeXHbIN, YCTOMYMBLIN K B3NTIOMY Maporsib;

5. Ecnun ecTb BO3MOXHOCTb Hanncatb CaMoMy CBOW JIMYHbIN BONPOC, UCMNOSb3YN 3Ty
BO3MOXHOCTb;

6. Ncnonb3yn HECKOMbKO MOYTOBbLIX ALWMKOB. NepBbIv 4515 YaCTHOM Nepennckn ¢
agpecatamu, KOTOpPbIM Tbl JOBEPSELLb. DTO AMNEKTPOHHbIN agpec He Hago
ncrnonb3oBaTh Npu perucTpaumm Ha popymax n camrtax;



7. He oTkpbiBan hanrnbl U Apyrue BrIOXEHUs B MUCbMax, Aaxe eCcrniv OHU MpuLnun oT
TBOWX Apy3en. Jlydlie yTouHM Y HUX, OTNpaBnanu nn oun Tebe atn hannsoi;

8. lNocne okoH4YaHMs paboTbl HAa MOYTOBOM CepBMCE Nepes 3aKpbiTUeM BKNagku ¢
canToM He 3abyab HaxaTtb Ha "Beiitn".

KnbepbynnuHr unmn BuptyanbHoe U3aeBaTefnibCTBO

KnbepbynnuHr - npecnegoBaHne coobLieHnaMu, cogepxalinmMmm ockopbneHus,
arpeccuio, 3anyrmBaHue; XysiMraHcTeo; coumansHoe BOMKOTMpOBaHME C NOMOLLbIO
PasfnnYHbIX UHTEPHET-CEPBUICOB.

OcHoBHble coBeTbl No bopbbe ¢ KnbepOynanHrom:

1. He 6pocancs B 6o1. Jlyywnin cnocob: nocoBeToBaTbCA Kak cebsi BeCTU U, ecrnn HeT
TOro, K KOMYy MOXHO 06paTuUTbCS, TO BHa4ane ycnokontbcs. Ecnu Tol Ha4Helwb
oTBeYaTb ocKopbrneHusmMn Ha ockopbneHus, To TonbKo ewe 6onblue pasoxokeLlb
KOHOONUKT;

2. Ynpasnan csoen knbeppenytaumen;

3. AHOHUMHOCTb B CETU MHUMaSI. CyLLl,eCTByI-OT Cnocobbl BbISICHUTL, KTO CTOMUT 3a
AdHOHMMHbIM aKKayHTOM;

4. He cTouT BECTU XynuraHckui obpas BUpTyanbHOM XN3HU. VIHTEpPHET doukcmpyeT Bce
TBOM OENCTBUS U COXpaHSeT nx. Yoanutb nx bygeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBoto BUPTYarnbHYH YeCTb CMOMOAY;

6. UrHopupyn eamHn4yHbIn Heratme. OQHOpPa30BbLle OCKOPOUTENbHbIE COOBLLIEHNS
nyywe urHopuposatb. OObIYHO arpeccus NpekpaLlaeTca Ha HavyanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbLIMU COOBLLEHNSAMU, B
coumanbHbIX CETSAX €CTb BO3MOXHOCTb BIIOKMPOBKM OTMPaBKM COOBLLIEHNI C
onpeerieHHbIX agpecos;

8. Ecnu Tbl cBngeTenb knbepbynnuHra. TBom AeNCTBUS: BbICTYNUTb NPOTUB
npecriegosaTerns, NokasaTb eMy, YTO ero AeNCTBUSA OLEHNBAKOTCHA HEraTUBHO,
nogaepxaTb XepTBY, KOTOPOM HY)XXHa NcMxonornyeckas NoOMoLLb, COOBLNTL B3POCHbIM
0 hakTe arpeCcCuUBHOro NOBEAEHNSA B CETMU.

MobunbHbIN TeNnegoH

CoBpeMeHHble cMapTdOHbI 1 NaHLWeTbl coaepxaT B cebe BnosHe B3poChbii
byHKUMOHAT, 1 Tenepb OHN MOTYT KOHKYpMpPOBaTb CO CTaLMOHapPHbLIMU KOMMNbIOTEPaMM.
OpHako, CpeAcTB 3alUnTbl Anst NOA0OHbIX YCTPOWMCTB Noka 04eHb Marno. TecTupoBaHue
N MOWUCK YSI3BMMOCTEW B HUX NMPOUCXOAUT He Tak MHTEHCMBHO, kak ans MK, To xe camoe
KacaeTcs U1 MOBUIbHBLIX MPUITOXEHWN.

CoBpeMeHHble MOOUNbHbIE Bpay3epbl y>Ke NpakTUYECKU AOrHanu HacTosbHbIE
aHanoru, ogHako paclmpeHue oyHKLMOoHana BriedeT 3a cobon 60MbLLY0 CITOXHOCTb U
MEHbLUYH 3aLMLLEHHOCTb.

[laneko He Bce Npon3BOAUTENN BbiNyCcKatoT 0GHOBIEHMS, 3aKpbiBaloLLME KpUTUYECKNE
YySI3BMMOCTW A5si CBOUX YCTPOMNCTB.

OcHoBHble coBeTbl Angd 6e3onacHoCT MOBUNbLHOro TenedoHa:



Huuero He siBnsieTcs no-HacToswemy 6ecnnatHeiM. Byab ocTopoxeH, Beab korga Tebe
npeanaratoT 6ecnnaTtHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKMEe-TO NnaTHble
ycnyru;

Adyman, npexae 4em otnpasutb SMS, oTo nnun Buaeo. Tbl TOYHO 3HaELb, r4e OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo 06HOBMATL ONepauMoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMMbl 4511 MOBUITbHBIX TeNe(OHOB;

He 3arpy>|<a|?1 NnpuNoXXeHnd oT HeN3BeCTHOIo UCTOYHUKA, BE€b OHU MOTYT COAEepP>KaTb
BpeaoHOCHOe nporpaMmmHoe obecneveHue;

[Mocne Toro Kak Tbl BbIAELb C CanTa, rae BBOAWI JIMYHYIO MHGOOPMaLnIo, 3aian B
HacTponkn bpaysepa n yganu cookies;

I'Iepmo,u,mquKM HpOBepFIVI, Kakune nrnatHble YCIyrn aktTuBMpoBaHbl Ha TBOEM HOMEPE;

[aBaii cBoi Homep MOGUNBHOrO TenedoHa TONMbKO NASM, KOTOPbIX Thl 3HAELLb U KOMY
foBepsiellb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOrda Tl UM He nonb3yelbed. He 3abbiBan nHorga
NnpPoBepsiTb 3TO.

Online urpbl

CoBpeMeHHble OHMAaNH-UrPbl - 3TO KPACOYHbIE, 3axBaTbiBalOLNE pa3BreyeHns,
o6beanHALWME COTHU ThICAY YeNoBeK N0 Bcemy Mupy. VIrpoku nccneayroT AaHHbIN UM
Mup, obLLaloTCa Apyr C PYroMm, BbIMOMHSAIT 3a4aHus, CpaXatoTcs C MOHCTpamMu u
nony4atoT onbIT. 3a y40BONBbCTBME OHU NNATAT: NOKyNaKT ANCK, ONfavynBatoT
aboHeMeHT nnn NnpuobpeTaroT Kakme-To Onunn.

Bce aTv cpeacTtBa nayT Ha nogaepkaHue 1 pasBuTue Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYOTCSA CUCTEMbI aBTOPU3aLMK, BbIMyCKaOTCA HOBbIE NaTym
(umdbpoBbIE 3annaTku A4ns NporpaMMm), 3akpbiBatTCS YsI3BMMOCTU CEPBEPOB.

B nogo6HbIX nrpax cToMT onacaTbCsi He CTOSIbKO CBOMX COMEPHMKOB, CKOSTbKO KpaXku
TBOEro Maporisi, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aumm 6orbLMHCTBA Urp.

OcHoBHble coBeTbl No 6e3onacHOCTM TBOEro MrpoOBOIroc akKkayHTa:

1. Ecnn gpyron nrpok Beget cebsa nnoxo nnu cosgaeT Tebe HENPUATHOCTU, 3abNoKnpyn
€ro B CMUCKe UrPOKOB;

2. Moxanynca agMMHUCTpaTopam Urpbl Ha NIOXoe NoBeeHne 3TOro Urpoka,
XenaTtenbHO NPUMNOXNUTb Kakne-To JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbIBan nnyHyto nHdopmMaLmio B npodansie nrpsbl;
4. YBaxawn gpyrmx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnuBan HeodmumanbHble NaTyn U MoAbl;

6. Nicnonb3yn CnoxHble 1 pasHble naponu;

7. Naxe BO BpeMs Urpbl He CTOUT OTKNOYaTb aHTUBMUpYC. Noka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apa3unThb.



OUWINHT UnNun Kpaika JINYHbIX OaHHbIX

OObIYHOW KpaXken AeHer U AOKYMEHTOB CErOAHS YK€ HUKOro He yAMBULLb, HO C
pa3BUTUEM UHTEPHET-TEXHOMNOMN 3rI0YMbILLIIEHHUKM NEPEMECTUITUCE B UHTEPHET, U
NpoOOKaT 3aHMMaTbCs "NobumbiM" genom.

Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLLEHHMYECTBA NN (PULLIMHT, rMaBHas Lenb
KOTOPOro COCTOUT B MOJSTy4EeHUN KOHMPUAEHUMAmNbHbIX JaHHbIX NONb3oBaTenen -
norvHoB 1 naponen. Ha adrnuinckom asbike phishing uMtaetcs kak dpywnHr (ot fishing -
pblbHas noeng, password - naporsb).

OcHoOBHbIe coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnean 3a cBOMM adKKayHTOM. Ecnu Thl nogospeBaellb, YTO TBOA aHKETa Obina
B3riomMaHa, To HeobxoamMmo 3a6J'IOKI/IpOBaTb €ee 1 coodLwnTb aaMUHUCTpaTopam pecypca
06 3TOM Kak MOXHO CKopee;

2. Ncnonb3yn 6e3onacHble Beb-calnThbl, B TOM YMCe, MIHTEPHET-MarasuHoB U
MOVCKOBBLIX CUCTEM;

3. Vicnonb3ayi cnoxHble 1 pasHble naponu. Takum o6pasom, ecnu Tebs B3nomatoT, To
3MNOYMbILUNEHHWUKW NMOMyYaT AOCTYMN TOMbKO K OAHOMY TBOEMY MPOdUmo B CETU, a He KO
BCEM;

4. Ecnu 1eb5 B3nomanu, To HeobxogMmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebsi B Apy3bsiX, O TOM, YTO Tebs B3noManu u, BO3MOXHO, OT
TBOEro MMeHu 6yaeT paccbinaTbCsa cnam U CCbifkM Ha (PULLNHIOBLIE CalThl;

5. YctaHoBu HagexHbii naponb (PIN) Ha MoBunbHbIN TenedoH;
6. OTKNOYKN coxpaHeHne napons B bpayaepe;

7. He oTKkpbiBan chansibl 1 gpyrne BROXeHUs B NMMCbMax, JaXe eCliv OHU MPULLINK oT
TBOMX OpYy3en. Jlyylle yTOYHM Yy HUX, OTAPaBASANN N OHKM Tebe 3Tn dhansbi.

Lndposas penyTtauma

Lindpposas penytaums - aTo HeraTMBHasi Unn NO3NTUBHaAA MHOpMaLna B ceTu o Tebe.
KomnpomeTupytoLias nHgopmaums, pasmeLleHHasa B UHTEPHETE, MOXET Cepbe3HbIM
obpa3om 0TpasnTbCHa Ha TBOEW pearnbHoM xu3Hu. "Lindpposas penytaums" - 3To TBOM
UMUOXK, KOTOPbIM dhopMUpyeTcsa n3 MHdopmauum o Tebe B MHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PUHAHCOBOE MONOXEHNE, 0COBEHHOCTH
XapakTepa 1 pacckasbl 0 6nM3kMX - Bce 3TO HakannMBaeTcs B CETU.

MHorve nogpoCTKM NErkoMbICIIEHHO OTHOCATCS K NyBrvkaumm nMyHon nHopmaunm B
NHTepHeTe, He NOHMMasa BO3MOXHbIX NOCNeACTBUN. Thl faxe He CMOXeLlb AoragaTthbCs
0 TOM, YTO (poTorpadus, pasmeLleHHas 5 neT Hasag, ctana NPMYMHON oTKasa NPUHATb
Teba Ha paborTy.

KoMmmeHTapuun, pasmeLleHre TBOUX poTorpadum 1 gpyrme 4encTBus MOryT He
NCYE3HYTb Aaxke nocrie Toro, Kak Tbl UX yaanuiwb. Tbl HE 3HaELLUb, KTO COXPaHun aTy
WMHopMauuio, nonana fin oHa B NOMCKOBbIE CUCTEMbI U COXpaHMnach N oHa, a
rnaBHoOeE: YTO NnogymaroT o Tebe okpyxaroLime noan, KoTopble HaNngyT U YBUAST 3TO.
HanTtu nigopmaumio MHOro neT CnycTs CMOXeT NoBOoK - Kak 13 4obpbix NodyxaeHUn,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpea. OTO MOXET BbITb KTO YyrogHo.



OCHOBHble CoBeTbI MO 3aLnTe LMdPOBON penyTaumm:

1. Nogyman, npexage 4Yem 4yto-To NybnmkoBaTtb 1 Nnepeaasatb y cebs B 6nore nnv B
coLuanbHON CeTu;

2. B HacTpovikax npomnsa yCTaHOBU OrpaHnyeHust Ha NpoOCMOTP TBOEro npodunsa n ero
coaepXnmMoro, caenamn ero Tonbko "gns apysen”;

3. He pa3melyan 1 He ykasbiBa MHpopMaLmio, KoTopas MOXeT KOro-mbo ockopbnste
nnm obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LIKONbHUKM - aKTUBHbIE MoNb30BaTeny LMpPoBOro NpocTpaHCcTaa.
OpHako ganeko He BCe 3HatoT, YTO NoMb30BaHWE MHOMVIMU BO3MOXHOCTAMU LIMGPOBOro
Mupa TpebyeT cobnoaeHns NpaB Ha UHTENMEKTYanbHy0 COGCTBEHHOCTb.

TepMuH "MHTennekTyanbHas cO6CTBEHHOCTL" OTHOCUTCS K PasfiyHbIM TBOPEHUAM
4YesfloBEYeCKOro yma, HauymHasi C HoBbIX M300peTeHnn n 3HakoB, 0603HaYaroLLNX
COBCTBEHHOCTb Ha NPOAYKTbI U YCAYrK, U 3akaH4YMBasa kKHUramu, potorpadoumsimu,
KMHODUITbMaMU 1 My3blKalibHbIMU MPON3BEAEHUSMM.

ABTOpCKME npaBa - 3TO NpaBa Ha UHTENNEKTyarnbHY0 COOBCTBEHHOCTb Ha NPOU3BeaAEHUS
HayKu, nuTepaTypbl 1 UCKycCTBa. ABTOPCKME NpaBa BbICTYNaloT B KAYECTBE rapaHTum
TOrO, YTO MHTENNEKTYanNbHbIN/TBOPYECKNA TPy aBTOpa He ByaeT HanpacHbIM, JacT eMy
cnpaBeasiMBblie BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax CBOero Tpyaa, nonyyntb
N3BECTHOCTb U Npu3HaHue. HUKTo 6e3 paspeLleHunsi aBTopa He MOXET BOCNPOM3BOANTb
ero npousBeeHne, pacnpocTpaHaTb, NyGNMYHO 4EMOHCTPMPOBATL, NPOAaBaTh,
UMMNOPTMPOBATb, MyCKaTb B NpoOKaT, NyB6rIMYHO MCNOSTHATbL, NOKa3bIBaTb/UCMNOSNHATL B
admpe unn pasmeLwaTtb B VIHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmMHOro obecneyeHmnss MOXeT NMPUBECTU K MHOTUM
puckam: OT NoTepu AaHHbIX K TBOUM akkayHTam A0 65I0KMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBNEeHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbeHble 1 6ecnnaTtHble NporpaMMbl, KOTOPbIE MOXHO HANTW B CETMW.

O noprane

CeTeBUYOK.p - TBOM rMaBHbIA COBETYMK B CETU. 3A4ECH Tbl MOXELLb Y3HATb O

6e30nacHOCTM B CETU NOHATHBIM U AOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUN
KpUTUYECKON cUTyaumnm obpaTntbCcs 3a COBeTOM. A Takke NPUHATbL ydacTue B

KOHKypCcax 1 CTaTb caMblM LNMGPOBbLIM rpaxgaHnHom!

MpunoxeHne N 3

NMAMATKA ONA POAUTENENA OB UH®OPMALIMOHHOW BE3ONACHOCTU OETEN

OnpepgeneHne TepmuHa "HdopmaumoHHas 6e3onacHOCTb AeTen" coaepKuTcs B
depnepanbHom 3akoHe N 436-93 "O 3awuTe geten ot nHpopmMaunmn, NPUINHAOLLIEN
Bpe UX 300POBbI0 N PasBUTUIO", PErYNUPYIOLLNM OTHOLLUEHUS, CBA3aHHbIE C 3alUUTOMn
Aeten oT nHpopMaumm, NPUYUHAIOLLEN Bpea UX 300POBbIO U (Mnn) pasBUTUIO.
CornacHo gaHHOMy 3akoHY "MHopMaunoHHasa 6e3onacHOCTb AeTen" - 3TO COCTOsSIHNE
3aLlMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIWN C NMPUYNHEHNEM
MHopmaumnen Bpeaa ux 3qopoBblo U (MNKn) pranyeckomy, NCUXMYECKOMyY, YXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.



B cuny ®epepanbHoro 3akoHa N 436-®3 nHpopmaumen, NpudnHSIoLEN Bpes,
3[0POBbIO U (MNKN) Pa3BUTUIO OETEN, ABMNSETCA:

1. HpopMaLMsA, 3anpeLleHHas aAnsg pacnpocTpaHeHus cpeav aeTen;

2. HopMauusi, pacnpocTpaHeHe KOTOPOW orpaHMYeHo cpeamn AeTeln onpeaeneHHbIX
BO3PACTHbIX KaTEropui.

3. K uHhopmaummn, 3anpeLlueHHon ans pacnpocTpaHeHus cpean geten, OTHOCUTCS:

4. nHpopmaumsa, nobyxgarLias geTen K CoBepLUEHNIO AeNCTBUN, NPeaCTaBSAoLWmNX
Yrpo3y UX XU3HU 1 (UNK) 300POBbLIO, B T.4. MPUYUHEHMUIO Bpeda CBOEMY 340POBbIO,
camoybumncTay;

5. cnocoGHOCTL BbI3BATb Y AETEW XKeraHne ynoTpebutb HapkoTUYeCKMe CPeacTBa,
MCUXOTPONMHbIE U (MNK) odypMaHMBaloLLMe BelllecTBa, TabayHble n3genus,
anKoronbHyH 1 CIMPTOCOAEP KAaLLy NPOAYKLMIO, MMBO M HAMUTKKU, N3roTaBnMBaemMble
Ha ero OCHOBE; MPUHSTb y4acTMe B a3apTHbIX Urpax, 3aHUMATLCS NPOCTUTYLIMEN,
OPOASHKHNYECTBOM UMM NOMNPOLLANHNYECTBOM;

6. 06ocHOBbIBatOLLAA MW OnpaBAblBatoLlas AonyCcTMMOCTb Hacunms u (Mnu)
KECTOKOCTU G0 nobyxaatoLlasi OCyLEeCcTBNSATb HACUINbCTBEHHbIE AENCTBUSA MO
OTHOLLEHMIO K JOASM U KMBOTHbIM;

7. oTpuuarwas ceMenHble LLeHHOCTU U (hopMmpyoLLas HeyBaXKeHMe K poauTesnisam v
(vnwn) gpyrMm YneHam cembwm;

8. onpasapiBaloLLasn NpoOTMBONPaBHOE NOBEAEHME;
9. cogepxallas HeueH3ypHy 6paHb;
10. cogepxawas nHdopmaLmio NopHorpadonyecKoro xapakrepa.

K Hopmavumn, pacnpocTpaHeHne KOTOPOW orpaHNUYeHo cpean geTen onpeneneHHoro
BO3pacTa, OTHOCUTCS:

1. nHopMaLms, NpeacTaBnsemMast B Buae n3obpaxeHns Unm onucaHust )XecTokocTw,
dmanyeckoro n (UNKn) NCUXMYECKOro HACUNNSI, NPECTYNIIEHNS U UHOTO
aHTMOOLLIECTBEHHOIO AENCTBUS;

2. BbI3blBatoLLLAsA Y AE€TEN CTpax, y)Kac Uinv naHuky, B T.4. NpeAcTaBnsemasi B BUae
N300paxxeHns N oNMCcaHnsi B yHMWXXaroLLen YenoBeyeckoe JOCTOMHCTBO hopme
HEHacUNbCTBEHHON CMepTH, 3aboneBaHns, camoybuncTea, HECHaCTHOrO Criyyas,
aBapuu unu katactpodbl 1 (UN) UX NOCNEACTBUMN;

3. npeacTaensiemas B BUae M300paKeHnsa unm onmcaHus NosioBbIX OTHOLLEHUA MEXAY
MY>KYMHOW N XKEHLLMHOWN;

4. copgepxallasi GpaHHbIe CrioBa M BbIPAXXEHUS, HE OTHOCALLMECS K HELIEH3YPHOW
OpaHu.

C yyeTtom atoro Bam npegnaratotca npasuna paboTbl B ceTn MIHTepHeT ans
pasnU4YHbIX BO3PACTHbIX KaTeropum, cobniogeHne KoTopbix NO3BONUT obecnedntb
MHOPMaLMOHHYO 6e30NacHOCTb BalLnX AETEN.

OOwume npaBuna aona poguTenen



1. HesaBuncumo oT Bo3pacTa pebeHka 1Ucnonb3yiTe nporpaMMHoe obecneyeHue,
nomMoratouiee GUnbTPoBaTh Y KOHTPONMPOBaTL MHAOPMALIMIO, HO HE NonaranTech
MOJTHOCTLIO Ha Hero. Balle BHUMaHue kK pebeHKy - rmaBHbI METOZ 3aLLUUThI.

2. Ecnu Baw pebeHok umeeT akkayHT Ha 0QHOM M3 CoLManbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTeNbLHO N3y4nTE, KaKyto
WMHOpMaLMIO NOMELLAIOT ero y4acTHUKM B CBOMX Npodunsx n 6rorax, Bknovas
doTorpacum 1 Buaeo.

3. NpoBepbTe, C KakKUMN OpyrMumMmu cantamu CBA3aH coumanbHbli cepuc Bawero
pebeHka. CTpaHu4km Bawero pebeHka moryT ObiTb 6€30nacHbIMKU, HO MOTYT U
coepxaTtb CCbISIKM Ha HexernaTesnbHble U OnacHble canTbl (Hanpumep, NOPHOCANT, UK
CanT, Ha KOTOPOM ApYr ynoMuvHaeT HoMep COTOBOro TernedgoHa Bawwero pebeHka nnu
Baw gomalwuHmnin agpec)

4. Moowpsnte Bawwnx geten coobuiate 060 BCEM CTPAHHOM UMM OTTANKMBAOLWEM N HE
CINULLKOM OCTPO pearmpynTe, Korga OHu 3TO AenatoT (M3-3a onaceHusi NoTepsTb JOCTYN
K IHTEepHeTY AeTn He roBopsAT poanTensam o npobnemax, a Takke MoryT HavyaTb
ncnonb3oBatb NHTEpPHET BHE AOMa U LLKOSbI).

5. bygbTe B Kypce ceTeBoM Xn3Hn Bawero pebeHka. HTepecynTech, KTO X Apy3bsi B
VIHTepHeT Tak Xe, Kak UHTepecyeTecChb pearnbHbIMU APY3bAMMU.

BospacTt o1 7 go 8 net

B NHTepHeTe pebeHOK cTapaeTcs NOCETUTb Te UM MHbIE CanTbl, @ BO3MOXHO U YaThl,
paspelleHme Ha NoceLleHne KOTopbIX OH He nony4un 6bl oT pogutenen. Noatomy
poauTensamM ocobeHHO NoneaHbl ByayT Te OTYETbI, KOTOPbIe NPEAOCTaBMATCA
nporpamMmmamu rno orpaHNYeHmnto ucnonb3osaHus MIHTepHeTa, T.e. Pogutenbckui
KOHTPOSb MUn TO, YTO Bbl CMOXETE YBUAETb BO BpeMEHHbIX (hannax. B peaynbTtare, y
pebeHka He ByaeT OLyLEeHUs!, YTO 3a HUM BeAEeTCS NOCTOSAHHbIN KOHTPOSb, O4HAaKo,
poauTenu dyayT no-npexHemy 3HaTb, KakMe canTbl nocelwaeT nx pedbeHok. [letn B
AaHHOM Bo3pacTe 0bnagatoT CUIbHbIM YyBCTBOM CEMbW, OHU AOBEPYMBLI U HE
CoMHeBatlTcA B aBToputeTax. OHu nobaT nrpatb B CETEBbLIE UMPbI U NyTeLLEeCTBOBATb
no VIHTepHeTy, NCNOMb3ys 3NIEKTPOHHYIO NOYTY, 3aXOANTb Ha CalTbl K YaTbl, HE
peKkoMeHOOBaHHbIE POAUTENSAMM.

CoBeTbl No 6e3onacHocTn B cet HTepHeT ansa neten 7 - 8 net

1. Co3pganTe cnMcok JOMaLLHMX NpaBu noceleHns VIHTepHeTa npu y4actum geten un
TpebyiTe ero BbiMOSHEHUS.

2. TpebynTe oT Bawero pebeHka cobnogeHns BPEMEHHbIX HOPM HaxoXaeHus 3a
KomnbtoTepoM. MNokaxute pebeHky, 4to Bbl HabnogaeTe 3a HAM He NoToMy 4YTO Bam
3TO Xo4eTc4, a NoToMy 4TO Bbl 6ecnokonTech 0 ero 6e3onacHoOCTV 1 Bceraa rotosbl
€My NMOMOYb.

3. KomnbtoTep ¢ nogknoyeHnem K IHTepHeTY OOMKEH HaXxoanTbCs B 00LLEN KOMHATE
noza NPUCMOTPOM poanTenen.

4. Vicnonb3ynTte cneuuyarnbHble 4eTCKME NONUCKOBbIE MALLUHBI.

5. Ncnonb3ynte cpeactea 6NoKMpOBaHMS HexXenaTernbHOro KOHTeHTa Kak 4OMONHeHne
K cTaHOAapTHOMY PoauTenbcKoOMy KOHTPOSIO.



6. Co3gante ceMenHbIN 3NEKTPOHHbIN ALLMK, YTOObI HE NO3BONUTL AETSAM UMETb
cobcTBEHHbIE agpeca.

7. BHOKMpyVITe OOCTYyM K canTtam ¢ 6ecnnaTHbIMU NOYTOBLIMU ALLMKAMM C MOMOLLIbHO
COOTBETCTBYHOLLEro nporpaMMHOro obecneyeHus.

8. Npuyunte geten copetoBatbecs ¢ Bamun nepen onybnmkoBaHnem Kakon-nmbo
MHdOpMaUunK cpeacTBamMmn NIEKTPOHHOM MOYTbI, HaToB, PEMMCTPALNMOHHBIX (OOPM U
npodunen.

9. HayuuTte geten He 3arpyxaTb dpannbl, NporpaMmbl Uv My3biky 6e3 Ballero
cornacus.

10. He paspelante getsam ncnonb3oBaTb CAy>KObl MTHOBEHHOIO 06MeHa
COO0LLEHNAMMN.

11. B "6enbin" cnucok canTtoB, paspeLleHHbIX A8 NoceLleHns, BHOCUTE TOMbKO CanThbl
C XopoLlen penytaymnen.

12. He 3abbiBanTe 6ecegoBaTb ¢ AeTbMn 06 UX Apy3bsax B IHTepHETE, Kak ecnu Obl
peyb LUna 0 Apy3bsiX B peasribHON KU3HMW.

13. He genante "taby" n3 BonpocoB NosioBOM XW3HWU, Tak kak B IHTepHeTe getn moryT
Nerko HaTKHYTbCHA Ha NopHorpaduio Unu cantsl "ansa B3pocnbIX".

14. Mpnyunte Bawero pebeHka coobuiatb Bam 0 NobbIX yrpo3ax unm Tpesorax,
cBsi3aHHbIX ¢ MIHTepHeToM. OcTaBanTeCb CNOKOMHLIMW U HANOMHUTE OETAM, YTO OHU B
©e3onacHoOCTH, ecnn camMmmn pacckasanu BaMm 0 CBoux TpeBorax. [oxsanute nx u
NOCOBETYNTE NOLOWTHU eLLle pa3 B NOAOOHLIX Criyvasix.

Bospact geten ot 9 oo 12 net

B naHHOM Bo3pacTe AeTu, kak NpaBusio, Yxke HacnbllaHbl O TOM, Kakast UHdopMaL st
cywecTByeT B MIHTepHeTe. CoBepLUEHHO HOPMaribHO, YTO OHU XOTAT 3TO YBUAETD,
NpPoYecTb, ycnbiwaTb. [pn 3TOM HYXXHO MOMHUTb, YTO AOCTYN K HEXenaTenbHbIM
mMaTepuanam MOXHO fierko 3abnokupoBaTb Npy NOMOLLM cpeacTs PoanTenbcKkoro
KOHTpOnS.

CoBeTbl No 6be3onacHocTu Ansa aeten ot 9 go 12 net

1. Co3ganTe cnMcoK AOMAaLLHUX NpaBui noceleHns VIHTepHeT npu y4actumn geten un
TpebyiiTe ero BbIMNOHEHUS.

2. TpebynTe oT Bawero pebeHka cobnogeHnss HOPM HaxXOXOeHUs 32 KOMMbOTEPOM.

3. Habniogante 3a pebeHkoM npu paboTe 3a KOMMLITEPOM, NOKaXUTE MY, YTO Bbl
GecnokonTechb 0 ero 6e30nacHOCTM 1 Bcerga rotoBbl OkazaTb €My MOMOLLb.

4. KomnbloTep ¢ nogkntoyeHnem B VIHTEPHET JOMKEH HAaXOANTLCSA B OOLLEN KOMHATE
noza NPUCMOTPOM poanTenen.

5. Ncnonb3ynte cpeactea 6MoOKMpOBaHMS HexenaTernbHOro KOHTEHTa Kak 4OMOfHeHne
K cTaHO4apTHOMY PoauTenbcKoMy KOHTPOSHO.

6. He 3abbiBanTe npyHMMaTb HENOCPEACTBEHHOE YYacTMeE B XU3HU pebeHka,
B6ecepoBatb ¢ AeTbMu 06 X Apy3bsx B IHTepHeTe.



7. HactauBaiiTe, 4ToObl AETU HUKOFAA HE cCornallanuchb Ha NMUYHbIe BCTPEYM C
Apy3bsiMu No VIHTepHeTy.

8. MNo3BonanTe geTam 3axoanTb TOMbKO Ha canTbl U3 "Genoro” cnucka, KoTopbin
cosganite BMecTe C HUMM.

9. MNpuyunte geten HUKOr4a He BblAaBaTb NIMYHYO MHOPMaLMIO cpeacTBamMm
3MEKTPOHHOW NOYTbI, YaTOB, CUCTEM MIHOBEHHOIrO 06MeHa coobLLEHNAMN,
perncTpaunoHHbIX (OOpPM, NIMYHBIX MPOOUNENn 1 Npu perncTpaLmm Ha KOHKYpChl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxatb nporpammsl 6e3 Balero paspelwweHus. O6bacHuTe
WM, YTO OHW MOTYT CrlyHanHO 3arpy3vTb BUPYCbI UM Apyroe HexenaTtenbHoe
nporpaMmmHoe obecneveHue.

11. Cospgante Bawemy pebeHKy orpaHMYeHHYI0 Y4EeTHYI0 3anuchk Ans paboTbl Ha
KOMMbloTEpe.

12. Mpnyunte Bawero pebeHka coobuatb Bam 0 NobbIX yrpo3ax unm Tpesorax,
CBsI3aHHbIX C MIHTepHeTOM. HanomHuTe aeTam, 4To OHM B 6e30nacHOCTU, ecriv camu
pacckasanv BaM O CBOMX TPeBOrax u onaceHusx.

13. Pacckaxute getsm o nopHorpadumn B IHTepHeTe.

14. HactamBanTe Ha TOM, YTOObI AeTK NPeaoCcTaBnsanmM Bam LOCTYMN K CBOEN
3IEKTPOHHOM NoYTE, YTOObI Bbl YOEaNnnchb, YTO OHM He 0BLLalTCA C HE3HAaKOMLUAMMN.

15. O6bACHUTE AeTAM, YTO HemMb3s UCMNOSb30BaTh CETb AN1S XyNIMraHCcTBa,
pacnpocTpaHeHus CNieTeH Unm yrpos.

Bospact geten ot 13 go 17 net

B aToM BO3pacTe NogpOCTKM aKTUBHO UCMOMb3YHT NOUCKOBbLIE MALUWHbI, MOMNb3YOTCA
3IEKTPOHHOM NOYTOK, Cry>X6bamMmm MrHOBEHHOro obmeHa CoobLEHMAMUN, CKaunBaoT
My3bIKy U punbmbl. Manbynkam B 3TOM Bo3pacTe 6orblue Mo HpaBy cMeTaTb BCe
OrpaHnYeHnst, OHN XaxayT rpyboro toMopa, a3apTHbIX Urp, KAPTUHOK "Ans B3pochbIX".
[deBoukn npegnoynTaloT obLaTbCca B YaTax, Npy 3TOM OHU ropaso bornee
4YyBCTBUTESbHbI K CEKCyarbHbIM JOMOoratenbcTBaM B VIHTepHeTe.

3avyacTyo B JaHHOM BO3pacTe pOAUTESISIM yXKe BECbMa CIIOXXHO KOHTPOMMpoBaTh CBOMNX
aeTen, Tak kak 06 VIHTepHeTe OHM yxXe 3HaT 3HaYMTENbHO BorbLUIEe CBOMX poauTenen.
Tem He meHee, He oTnyckanTe geTten B "ceobogHoe nnasaHue" no NHTepHeTy.
CrapanTecb akTMBHO y4yacTBoBaTb B 00LieHUM pebeHka B VIHTepHeTe.

BaxHo no-npexxHemy cTporo cobntogate npasuna MHTepHeT-6e3onacHoCTH -
cornalleHne mexay poguTtensamu u getbMu. Kpome Toro, Heo6xoanmMo Kak MOXHO Yalle
npocMaTtpuBaTb OTYETHI O AesaTenbHOCTM AeTen B MIHTepHeTe. Cnegyet obpatuTb
BHMMaHWe Ha HeoBX0OUMOCTb COAEPXXaHNSA POAUTENBCKMX Napornen (naponen
aAMWHUCTPATOPOB) B CTPOroM cekpeTe 1 0bpaTuTb BHUMAHME Ha CTPOrOCTb 3TUX
naponemn.

CoBeTbl No 6e3onacHoCcTM B 3TOM Bo3pacte oT 13 oo 17 net

1. Co3panTe cnMcok gOMaLLHMX NpaBui nocelennsa VIHTepHeTa npu y4actum
noapoCTKOB M Tpebynte 6e3ycrnoBHOro ero BuinosiHeHna. O6rosopute ¢ pebeHkoM



CMMCOK 3anpeLleHHbIX cantoB ("4epHbIn cnucok"), Yackl paboTtbl B VIHTEpHeTE,
pYyKOBOACTBO MO 06LweHuio B IHTepHeTe (B TOM Yucne B YaTax).

2. Komnmeep C NOAKITIOHYEHNEM K CETH MHTepHeT AOJTKEH HAaXoAUTbLCA B 06LLEen
KOMHaTe.

3. He 3abbiBanite 6ecepoBath ¢ eTbMu 06 nx Apy3bsax B IHTepHeTe, 0 TOM, YEM OHU
3aHATblI TakuM obpasom, ByATo peyb naeT o0 Apy3bsX B pearibHOM Xn3Hu. CnpawumsanTte
0 Nasax, C KOTOpbIMU AeTU 00LLaTCa NOCPEACTBOM CIYy>KO MIHOBEHHOIro oOMeHa
coobLeHnsaMn, YTobbl yoeanTbCs, YTO 3TU N0AM UM 3HAKOMBI.

4. MCﬂOﬂb3yI2Te cpeacrtea 6J'IOKI/IpOBaHI/IFI HeXenaTteribHOro KOHTeHTa Kak gorosfiHeHne
K CTaHOapTHOMY POD,VITGJ'IbCKOMy KOHTPOIO.

5. Heobxoommo 3HaTb, Kaknmmn YaTamu nonb3ytoTea Bawwm getun. MNMoowpsnTte
NCnonb3oBaHMe MOAEPUPYEMbIX HaTOB U HacTamBanTe, YTOObl AeTn He obLwannch B
NPUBaTHOM pEXUME.

6. HactanBante Ha TOM, YTOObI AETU HMKOrAA HE BCTPEYanunch JIMYHO C APY3bsSMU 13
cetn NHTepHer.

7. MNpnyynte geten He BbldaBaTb CBOK JIMYHYIO MHAOPMALMIO cpeacTBaMu
3IEKTPOHHOM NOYThbI, YaTOB, CUCTEM MIHOBEHHOIO 06MeHa coolbLLeHnaMH,
perncTpaunoHHbIX OPM, NMUYHBLIX Npodunen 1 Npu pernctTpaumm Ha KOHKYpCbl B
NHTepHeTe.

8. MNpuyunte geten He 3arpyxaTb NnporpaMmbl 6e3 Bawero paspeweHus. O6bsicHUTe
WM, YTO OHM MOTYT Crly4anHO 3arpy3vTb BUPYCbl UM OPYroe HexenaTternbHoe
nporpaMmmHoe obecneveHme.

9. MNpuyunte Bawero pebeHka coobiaTb Bam 0 MobbIX yrpo3ax unmn Tpesorax,
CBsi3aHHbIX ¢ VIHTepHeTOM. HanoMHMTe AeTsaM, 4TO OHM B 6e30nacHOCTH, eCiM cami
pacckasanu Bam, O CBOMX Yrpo3ax unm tpesorax. [loxeanuTte ux n nocoBeTymnTe
nogonTu elle pas B NogobHbIX cryvasix.

10. Pacckaxute getsam o nopHorpadpum B IHTepHeTe. [lomorute nm 3awmtmntsCs ot
cnama. HayunTte nogpocTkoB He BblgaBaTth B IHTepHeTe CBOero peasnbHOro
3MEeKTPOHHOrO agpeca, He OTBeYaTb Ha HexenaTenbHble NMCbMa M UCMOoMb30BaTh
crneumanbHble NoYToBble PUILTPHI.

11. Mpnyunte ceba 3HaKOMUTBLCSA C cCanTaMu, KOTopble NOCELLaT NOgPOCTKM.

12. Hayunte geten yBaxaTb ApPYIUX B MHTEpHETE. Y6eanTech, YTO OHM 3HAOT O TOM,
4YTO NpaBuIia XopoLUEro NOBEAEHMSI AENCTBYIOT BE3AE - AaXE B BUPTyallbHOM MUpE.

13. O6bACHUTE OETAM, YTO HM B KOEM CIlydae Henb3sa ncnonb3oBaTtb CeTb Ans
XyNUraHcTBa, pacnpocTpaHeHUs CnneTeH Unm yrpo3 Apyrum niogsm.

14. O6cyanTe ¢ nogpocTkaMm NpobrieMbl CETEBbLIX a3apPTHbBIX UMP U UX BO3MOXHbIN
puck. HanomHuTe, YTo OETN HE MOTYT UrpaTb B 3TU UIPbl COTNTACHO 3aKOHY.

[MOCTOAHHO KOHTPONMPYNTE Ucnonb3oBaHne MIHTepHeTa Bawmm pebeHkom! 310 He
HapyLleHne ero fIMYHOro NPOCTPaHCTBA, a Mepa NPeAOCTOPOXHOCTU U NposBNeHmne
Bawewn poantenbckon OTBETCTBEHHOCTU M 3a00Thl.



